I'ocyaapcTBEHHOE ABTOHOMHOE yupekaeHne MocKoBcKo# 06/1aCTH «ATeHTCTBO HHPOPMALHOHHBIX CHCTEM
o6uero nonszopanns «IloamMoCKOBLE?
(123007, r. Mocksa, yi. 1-1 MarucTpanbHas, 1. 14, ctp. 8, OI'PH 1065029000013, HHH 5029088166)

YTBEPXK/E

Hupekrop
TAY MO «AH

CBEJIEHUS O PEAJTH3YEMBIX TPEBOBAH IX K SABGITE MEPCOHAJIbHBIX

JAHHBIX
(penakuns 2)
r. KpacHoropck «27» anpens 2018 r.

1. TIoJMTHKA B OTHOLIEHHH 06pabOTKH MEPCOHANBHBIX JIAHHBIX, CBCICHHA O pearn3yeMbIX
TpeGOBaHHAX K 3aIUTE NEPCOHATBHBIX JAHHBIX (manee - "[lonoxenue") U3ana U NPHMCHACTCA
TocymapCTBEHHBIM ~ ABTOHOMHBIM  YPEHIICHHEM MockoBckoii  06macTH  «ATEHTCTBO
HH(OPMAIIMOHHBIX CHCTEM OOILIEro MOJb30BaHHA «ITommockoBbe» (mamee - "Omneparop”) B
cooterctBu ¢ m. 2 4. 1 ct. 18.1 ®eznepambHOro 3akoHa OT 27.07.2006 N 152-@3 "O
nepcoHaIbHbIX NaHHBX " ([lanee — «®DenepanbHbIii 3aKOHY).

Hacrosmee IlofoXeHHe ONpeneiseT IOJMTHKY, MOPANOK H yCIOBHS Omneparopa B
oTHOIIEHAH 06PabOTKH MePCOHATBHBIX JaHHBIX, YCTAHABIHBACT MPOLUCAYDRI, HalpaBlICHHbIE Ha
NpeJOTBpallleHHe W BBIABICHHE HapylIeHHH 3aKOHOJATEIbCTBA Poccuiickoii Penepaliuu,
ycTpaHeHHe IOC/IEACTBHA TaKHX HapyLIEeHH#, CBA3aHHbIX C 06paboTKOH MepCOHATBHbBIX JaHHbIX.

Bce BOIpOCEHI, CBS3aHHBIE ¢ 0GpabOTKOH MEPCOHATBHBIX JIAaHHBIX, HE YperyJupoBaHHBIC
HacrosmuM [lonoxeHneM, pa3pelalTcs B COOTBETCTBHH C IeHCTBYIOIIMM 3aKOHOAATEIbCTBOM
Poccuiickoit ®enepaunu B 0671aCTH NEPCOHATBHBIX JIAHHBIX.

2. llensio 06pabOTKH IEPCOHATBHBIX NAaHHBIX ABIACTCH: obecrieyeHre 3alIMTHI MpaB H
cBOGOM UeIOBEKa W IpaIaHMHA IpH 06paboTKe ero MepcoOHAIBHBIX JAHHBIX, B TOM YHCIIE C
[€IBIO 3AlIMTHI IIPaB Ha HEMPHKOCHOBEHHOCTH 4aCTHOM XM3HH, JHUHYIO M CeMeiHylo TaiHy;
IPOJIBMIKEHHs TOBApOB, paboT, ycmyr Oneparopa Ha PHIHKE IYTe€M OCYIIECTBICHHA NPIMBIX
KOHTAKTOB C TOTEHIMAILHBIM MOTpeOHTENeM ¢ TOMOUIBIO CPEICTB CBA3M (momyckaeTcs B
[OpsIKe, IPELyCMOTPEHHOM I 3.7 HAcCTOSLIEro [Monoxenus); obecniedeHHs NpuéMa H
HAIPABJICHHs OOPALIEHHH, B TOM YHC/Ie B TOCYIapCTBCHHBIC OpraHbl rocy/JapCTBEHHOM BJIACTH;
HCTIOTHEHHS TIPaB M 0653aTeNbCTB, MOSBABIIMXCA B CBA3H 3aK/IIOICHUEM TPYIOBBIX OTHOIIEHHH C
paGoTHHKAaMH H (MIIH) TPakK/IaHCKO-TIPABOBBIX OTHOIIEHHUH ¢ PH3UIECKUMH THIIAMHE; OPOPMIICHHS
3apIUIATHOTO MpPOeKTa; OGOPMIEHHsS MpOMyCKa Ha TEPPHTOPHIO 'AY MO "AreHTcTBO
MH(OPMALMOHHBIX CHCTEM OOLIEro MOJb30BaHHUA "TTogMOcKOBEE"; BEIEHHS KaJpoBOro H
GyXranTepcKoro y4yera; Iepe/iaiu IaHHBIX B yueGHbIe IEHTPHI 11 00y4eHHs COTPYAHUKOB W/HIH
[OBBIIICHHS X KBaTA(HKAIMH; 0TOOpa Ha BAKAHTHYIO JOIDKHOCTB; HCIONHEHHA TpeboBaHHH
HAJIOrOBOTO 3aKOHOJATEJLCTBA B CBA3M C MCYHCICHUCM H yIJIaTod Hajgora Ha JOXOBI
dH3MYeCKUX JIMI, a TaKKe eJMHOr0 COLMAILHOrO HaJlora; HCIIOJTHEHHA [JOTOBOPHBIX
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06s3aTeNbCTB; COOMIONeH:s TpaB MoTpeOuTeNnell COrnacHo TpeGOBAHHAM 3aKOHOAATEILCTBA
Poccuiickoii Oenepanuy; BeleHHs HCTOPHH CITyKEOHOH NEPEIHCKH.

3. Cy6wexthl Poccuiickoit ®enepanui, Ha TEPPHTOPHH KOTOPBIX MPOHCXOTHUT obpaboTtka
nepcoHaTbHBIX AaHHBIX: MockBa; MockoBckas 061acTb.

4. OncaHne Mep, IpeaycMoTpeHHBIX cT.18.1 1 19 3aKoHa 0 NepCOHANBHBIX AaHHBIX:

4.1. YpoBeHb 3alUINCHHOCTH II€PCOHANBHBIX JAHHBIX IIPH HX obpaboTke B
MH(OPMAIHOHHBIX CHCTEMAX MEPCOHAIBHBIX JIaHHBIX: YPOBEHD 3aIIHIICHHOCTH 1,3u4.

4.2. HazHayeHHe ONEPATOPOM, SBJISIOIIMMCS IOPHIMYECKHAM JIHIIOM, OTBETCTBCHHOIO 3a
OpraHu3aiuo 00paboTKH NEPCOHATBHBIX JAHHBIX.

4.3. Vi3naHue onepaTopoM, SBISIONMMCS IOPHAMYECKHM JHIIOM, HacTosnero [lonoxenus.

4.4, TlpuMeHeHHE TPABOBBIX, OPraHH3allMOHHBIX M TEXHHYECKHX MeEp IO obecrieueHHIO
6€30aCHOCTH NIePCOHATBHBIX IAHHBIX B COOTBETCTBHH CO CTaThe 19 HacToAmEro ®DerepalIbHOTO
3aKOHa.

4.5. OcymecTBIeHAE BHYTPEHHEro KOHTPOJS M (WIH) ayIHTa COOTBETCTBHA 06paboTkH
NepcOHANBHBIX JaHHBX (elepalbHOMY 3aKOHY H NPHHATBIM B COOTBEICTBHH C HHM
HOPMATHBHBIM NPABOBBIM aKTaM, TpeOOBaHHAM K 3alllUTe NEPCOHAIBHBIX NAHHBIX, MOJHTHKE
omeparopa B OTHOIIEHHH 06paGoTKH IEPCOHANBHAIX JaHHBIX, JIOKAILHBIM aKTaM ONepaTopa.

4.6. OuenKa Bpe/ia, KOTOPBIA MOXeT OBITh IPHYMHEH CyOBEKTaM INEePCOHATBHBIX TaHHbIX B
ciydae Hapymenus PeepalbHOro 3akOHA, COOTHOIICHHE YKa3aHHOIO Bpea M NMPHHHMACMbIX
onmepaTopoM ~ Mep, HampaBIeHHBIX Ha  OOecnedYeHHEe  BBIIOJHEHHS 00s3aHHOCTEH,
npeaycMOTpeHHbIX PelepalbHbIM 3aKOHOM.

4.7. Os3HakoMyleHMe pabOTHHKOB OIEpaTopa, HENOCPEACTBEHHO OCYMECTBIIAIOMNX
06paGoTKy MepCOHABHBIX JAHHBIX, C MIOJIOKCHUAMH 3aKOHOIaTEIbCTBA Poccuiickoit ®@enepanun
0 TepCOHANBHBIX JAaHHBIX, B TOM YHC/JE ¢ TPeOOBaHMAMH K 3alIMTE NMEPCOHATBHBIX NaHHBIX,
JOKYMEHTAMH, ONPE/IEIAIOIIMMHE [IOIUTHKY ONIepaTopa B OTHOIEHHH 00paboTKH NMePCOHATbHBIX
JIAHHBIX, JIOKATBHBIMH aKTaMH 110 BopocaM 00paboTKH NePCOHAIBHBIX TaHHBIX.

4.8. Omnpeznenenne yrpo3 6e3omacHOCTH IEPCOHATBHBIX JAHHBIX TPH HX 06paboTke B
nHGOpMaIOHHBIX cHcTeMax Omneparopa.

4.9, TIpAMeHEHNe OPraHA3alHOHHBIX ¥ TEXHHYECKHX Mep 1o obecrnevenuio 6e30nacHoCTH
NEePCOHANBHBIX MAHHBIX IpH HX 00paboTke B HMH(POPMALHOHHBIX CHCTEMax ONEpaTopa,
HeOOXOMMMBIX JUIS BBHINOJHEHHs TpeOOBaHHWI K 3alllUTE NEPCOHAIBHBIX NAHHBIX, MCIIOJHCHHUC
KOTOpBIX obecmeumBaeT ycranosieHHsie [IpaButensctBom Poccmiickoii denepanui ypOBHH
3aIMIIEHHOCTH IEPCOHAIBHBIX JAHHBIX.

4.14. YcTaHOBIEHHE NpPaBHJ JOCTyNa K NEPCOHAIBHBIM JaHHBIM, 0OpabaThBaeMbIM B
HH(POPMAITHOHHOM CHCTEME NIEPCOHATBHBIX JaHHBIX, & TAKXkKe 00eceuyeHHe PEruCTpalty i y4eTa
BCEX JEHCTBHI, COBEPIIAEMBIX C IEPCOHAIBHBIMH JaHHBIMH B HH(OPMALHOHHOH CHCTEME
Onepatopa.

4.15. KoHTpOTb 3a MPHHAMAEMBIMH MEpaMH 110 06ecreYeH o 6€301aCHOCTH NEPCOHATBHBIX
JIAHHBIX H YPOBHS 3aINUIIEHHOCTH HH(GOPMAIHOHHBIX CHCTEM IEPCOHABHBIX JaHHBIX.

4.16. CpoeBpemeHHOe OOHapyxeHHe (AKTOB HECAaHKIMOHHPOBAHHOIO JOCTyNna K
NepCOHANBHEIM JaHHBIM M HEMEIHHOE JoBeieHHe dTod mHQopMmanmu mo Jlupekropa
Oneparopa.

4.17. HepomyueHue BO3JEHCTBHSA Ha TEXHHYECKHE CpPEJCTBa aBTOMaTH3HPOBaHHOMN
06paboTKM TEPCOHAIBHBIX JaHHBIX (NPH HAIAYMHM), B PE3yJIbTaTeé KOTOPOTO MOMKET 6BITH
HapyIIeHO UX (QYHKIHOHHPOBaHHE.

4.18. BoccTaHOBIEHHE NEPCOHABHBIX JAHHBIX, MOJAM(DHIHPOBAHHBIX HIIH YHHYTOXKEHHBIX
BCJIEICTBHE HECAHKITHOHHPOBAHHOI'O JIOCTYIIA K HAM.

4.19. ITocTOsIHHBIA KOHTPOJEL 3a oOecriedeHHEM YPOBHS 3aINMINEHHOCTH MEPCOHATBHBIX
JAHHBIX.

420. CoGmoneHHe YCIOBHMHl MCHOJB30BAaHWS CPEACTB  3aIMTHI  MHpOpMAIMH,
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TIpeyCMOTPEHHBIX SKCILTyaTal[HOHHON U TeXHUYECKOH TOKyMEHTAlMEH.

4.22. Tlpu obHapyXeHHH HapylIeHHH MOpsKa NPEJOCTaBICHHs NEPCOHATBHBIX JaHHBIX
He3aMeUTUTETbHOE TIPHOCTAHOBJICHHE MIPE/IOCTABIEH S [IEPCOHATBHBIX IAHHBIX TOJIB30BATEIHM
uHGMOPMAIIHOHHOM cHcTeMbl Oneparopa 0 BHIABICHAS IPAIHH HapyIIeHHH U yCTPaHEHHUS 3THX
TPUYHUH.

5. JIro6Ble Mephl 3aIMUTEl MEPCOHANBHBIX JAaHHBIX, ONMMCAHHBIC B HACTOAIIEM MOJIOKEHHH,
MOTYT GbITh pealH30BaHbl €3 M3JaHus MUCHMEHHBIX MPUKA30B THPEKTOpa Omneparopa H (KJIH)
noJpKHOCTHRIX I Oneparopa.

6. O6paboTka oprannzoBana OmnepaTopoM Ha MPHHIHIIAX:

- 3aKOHHOCTH 1ieJieil B croco6oB 06paboTKH NEPCOHATBHBIX JAaHHBIX, 100POCOBECTHOCTH H
CIIpaBeUTMBOCTH B JiesTeIbHOCTH Oneparopa;

- JIOCTOBEDHOCTH MEPCOHANBHBIX NAHHBIX, MX JIOCTATOYHOCTH UIA HeseH 06paboTkH,
HEOMYCTHMOCTH 00paGOTKH MEPCOHAIBHEIX JaHHBIX, M30BITOYHBIX MO OTHOLICHHIO K IEJIAM,
3asBJIEHHBIM IIpH cOOpe NepCOHANbHBIX IaHHBIX;

- 06pabOTKH TOJIBKO MEPCOHANBHBIX JaHHBIX, KOTOPbIE OTBEYAIOT LE/ISM HX 006paboTKH;

- COOTBETCTBHS cojepxkaHus H oOpemMa 00pabaThIBaeMBIX MEPCOHAIBHBIX JaHHBIX
3asBIEHHBIM 1AM ob6paboTku. OOpabaThiBaeMble MEPCOHAIBHBIE NAHHBIC HE JOJLKHEI OBITE
M36BITOYHBIMH 110 OTHOIIEHHMIO K 3asBJICHHBIM LIe/ISIM HX 00paboTKH;

- HEJONyCTAMOCTH OOBeIuHEeHHs 0a3 [aHHBIX, COAEPXKAIMX MEPCOHAIBHBIC IAHHBIC,
06paboTKa KOTOPBIX OCYIIECTB/IAETCS B LENSAX, HE COBMECTHMBIX MEXY COOOi;

- obecrieyeHHsl TOYHOCTH NMEPCOHAIBHBIX JAHHBIX, HX JIOCTaTOYHOCTH, & B HEO00XO0IUMBIX
CIy4asx M aKTyaIbHOCTH I10 OTHOLIEHHIO K eNsIM 06paboTKH MEPCOHATBHBIX TaHHBIX. Oneparop
NPUHEMAET HeoOX0qUMBIe MephI TH60 06ecTieYnBaeT UX IPHHATHE 110 YIATICHHUIO HITH yTOYHECHHIO
HETIOHBIX WJIA HETOYHBIX JaHHBIX;

- XpaHEHHs NEPCOHANbHBIX JaHHBIX B (opme, MMO3BOJAIONICH ONPEAETUTh cyObexTa
IIEpPCOHANBHBIX JAHHBIX, HE JOIbIIE, YEM 3TOro TpeOyroT IeiH 06paboTKH NepCOHAIbHBIX
JaHHBIX.

7. CniocoOb1 00paboTKH NEePCOHANTBHBIX JaHHBIX:
- C HCIIOJIb30BAaHHEM CPEJICTB aBTOMATH3AIIHH,
- 63 HCII0IB30BaHMS CPEJICTB aBTOMATH3ALIHH.

8. Corpymauku Omnepatopa, HENOCPEICTBEHHO  OCYIIECTBIIAIOIIHAE 0ob6paboTky
MepCOHATBHBIX JAHHBIX, JOJ/DKHBI OBITh O3HAKOMIICHBI IIOJ POCIHMCH N0 Hadana paboTsl ¢
IOJIOKEHUSIMH 3aKOHOJaTeNlbeTBa Poccmiickoit Pesiepallid O IEPCOHAIBHBIX NAHHBIX, B TOM
ypcne ¢ TpeGOBaHHAMH K 3allATEe NEPCOHATBHBIX JAHHBIX, JTOKYMEHTaMH, ONPEACSAIOIHMH
nosuTHKy Oneparopa B OTHOIIEHHH 06paboTKH II€PCOHANBHBIX JaHHBIX, IOKAIbHBIMH aKTaMH II0
BOMpocaM 00paboTKH NEPCOHANBHBIX IAHHBIX .

9. Ilapamerpsl c6opa NEpPCOHANBHBIX JAaHHBIX HHGOPMALMOHHBIMH CHCTEMaMH IO
KaTeropusaM cyOBeKTOB:

9.1. Kareropuu cyOBEKTOB: MOTEHIHAIbHbE PabOTHHKH; PAabOTHHKH; MOTCHIMAIbLHBIE
CTOPOHBI TPa/IaHCKOTO-TIPABOBBIX JOTOBOPOB B JIHIlE (U3MYECKHX JHL; QHU3HIECKHE MU, C
KOTOPBIMH 3aKJIOYEHBI JIOTOBOPhI MPaKAAHCKO-IPABOBOTO XapakTepa; OM3KHE POICTBEHHUKH
pabOTHHKOB.

Kareropuu mNepcOHANBHBIX MAHHBIXK: (aMHIHsA, MMs, OTYECTBO; IOJA POKICHHA, MECAL
POXKIEHHS; Jara POXKACHHS, MECTO POX/ICHHS, aApec; CeMEHHOE IIOJIOKEHHE; COLHaIbHOC
IOJIOKEHNE; HMMYINECTBEHHOE MOJIOXKEHHe; o0pa3oBaHMe; Npodeccus; NOXOIbL COCTOSHHE
3I0pPOBbS; TPAXKIAHCTBO; PEKBH3UTHI JOKYMEHTA, YAOCTOBEPAIOMIETO THYHOCTS; HMHH; CHHJIC;
cBeJIeHHS 0 OAHKOBCKHX CYeTax CBEJICHHS O BOMHCKOM y4YeTe; CBeICHHA 00 MHBAIMIHOCTH;
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cBeeHHs 00 HHTEpecax.

[lepeueHs AeiiCcTBHI: cOOp; 3aIMCh; CHCTEMATH3ALNS, HAaKOIUIEHHE; XpaHEeHHe; YTOYHCHHE
(oGHOBNIEHHE, H3MEHEHHE); H3BJICUCHHE, HCIIONb30BaHMe; Tepexada (pacmpocTpaHCHHE,
NpefoCTaBeHn e, OCTYT); 00e3 MM IMBaHHE; 6IIOKHpOBAHHE; yAIEHHE, YHHITOKCHHE.

O6paboTka MEpCOHANLHBIX NaHHBIX: CMEIIAHHAK, C mepejayell Mo BHYTPEHHEH CETH
JOPHIMYECKOTO JIHIA CETH HHTEPHET; 6e3 nepemaun 1o cetr MiHTEpHET.

Tpancrpanu4Has nepeiaya: HeT.

CBejieHMS O MECTOHAXOXK/IEHHH 6a3sl JaHHBIX: Poccus

9.2.KaTeropuu MepCOHATBHBIX NAHHBIX: (aMHIHASL, HM5, OTHECTBO; rojl pOXICHHS, MECSI
POXK/ICHHS; JaTa POXICHHS; MECTO DOXICHHS; alpec; ceMeifHOe TIOJIOKEHHE, COIHAIbHOC
NOJNOKEHHe, WMYIIECTBEHHOE IMOJOXKEHHe; 00pa3oBaHHE; npodeccus; TOXOMIBI; COCTOSHHC
3[[0pOBBS; IPAXKIAHCTBO; PeKBH3HUTBI JIOKYMCHTA, YIOCTOBEPAIOLIETO JIMTHOCTD, WUHH; CHUJIC;
CBeJCHHS 0 GAHKOBCKHX CUeTaX CBEJCHHS O BOWHCKOM YHCTC; cBeeHHA 00 MHBAJIMIHOCTH;
cBejieHus 00 HHTEpecax.

Kareropu#t  CyOBEKTOB: Pa6oruuku;  Omu3kue  pOACTBEHHHKH paboTHHKOB
[lepeuens neficTRuit: cOOp; 3allMCh; CHCTEMATH3AIMA, HaKOIUIEHHE, XpaHeHHEe, YTOYHCHHE
(0GHOBNEHHE, H3MEHEHHE); H3BIICUCHHE: HCIIONB30BaHKe; nepefada (pacHpocTpaHCHHE,
[peNOCTaBeHHE, IOCTYT); 00e3THIMBaHHE; GIOKMpOBaHKE; yAAICHAE; YHHITOKCHHE.

O6pa6oTKa MEPCOHATBHBIX JAHHBIX: CMEIIAHHAsd, Ge3 mepesadd 1O BHYTpEHHEH CETH
FOPHIMYECKOro JHIa; 6e3 mepeaaty o ceTH HuTepHeT.

Tpancrpanu4Has nepeaada: Her. CBeJieHHs O MECTOHAXO0XK/ICHHH 6a3bl JAaHHBIX: Poccus

9.3. Kareropu: cyOBeKToB: (u3ndeckue JHIa, KOTOPBIC obpatunuch depes Gopmy
obpaTHO# CBSI3U Ha HHTEpHET-CaiTax.

Kateropuu nepcoHaIbHBIX JaHHbIX: (amuTHs, UMs, OTYECTBO; anpec 37IEKTPOHHOM IMOYTHI;
HHBIE CBEICHHS, yKa3aHHbIE (PU3HYECCKHUM JILIOM B dopme 0GpaTHO# CBA3H.

[lepeueHs jeicTBHii: c6Op; 3aNHCh; CHCTEMATH3AIHA, HaKOIUIEHHE, XpaHCHHEe; YTOYHCHHE
(o6HOBIIEHHE, H3MeHeHWe); H3BIEYEeHHe; WCIOIb30BAHKE, IIEpPEaTy (pactpocTpaHeHHE,
npe/loCTaBIeHHE, HocTy); oGe3nynBanue; OIOKHPOBAHHE; yJlalieHue; yHHYTOKEHHE.

O6paboTka MEPCOHATBHBIX JaHHBIX: CMCINAHHAS, ¢ mepenadeil MO BHYTPEHHEH CETH
JOPUIMYECKOT0 JIANA; € nepeayeii mo cetu MIHTEpHET.

TpancrpanuyHas nepenada: HeT.

CreacHHA 0 MECTOHAX0XKICHHH 6a3bl faHHBIX: Poccusi.

9.4, Kareropu# NEpCOHAIBHBIX NAHHBIX: damuus, MM, OTYECTBO; aIpeC HIEKTPOHHOR
MOYTBHL

Kateropuu cyOBeKTOB: rpaJiaHe U IpeICTaBUTE/H JOpHIMYECKHX JIMI [10IMOCKOBEA

[lepeyeHs [EHCTBH: 3aHCh; CHCTEMaTH3alud, HAKOIIEHHE, XpaHEHHE, YTOUYHCHHE
(oGHOBIIEHHE, H3MEHEHHE); H3BJICUCHHE; ACIIONB30BaHKe; mepenady (AocTyl); GIOKHpOBAHHE;
yJaJieHHe; YHHUTOKECHHE,

OGpaboTKa IMEPCOHATBHBIX MAHHBIX: CMCEIIAHHAL C nepefadeli 1Mo BHYTPEHHEH CETH
JOPH/IMYECKOTO JIHIIA; C [epe/iadeH o CeTH HuTepHeT

TpancrpandyHas nepejiaia: HeT

CBejieHHs O MECTOHAXOXK/ICHHH 6a3bl TaHHBIX: Poccus

10. Aymar cobmonenus OnepaTopoM TpeGOBaHHH 3aKOHO/ATEIBCTBA Poccuiickoit
@desepaniy M TONOKEHHH JIOKAIbHBIX HOPMATHBHBIX akToB Omeparopa [ODKEH OBITH
OpraHM30BaH B COOTBETCTBUHM C LEAMH H IPUHIATIAMH, YKa3aHHBIMH B HaCTOAIIEM [MTonoxeHHH,
¥ nonoxeHusMd PeepabHOrO 3aKOHA OT 27.07.2006 N 152-®3 "O nepcoHaIbHbIX JaHHBIX".
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11. Ouenxka Bpejia, KOTOPbIA MOXKET ObITh IPUYHHEH CYOBEKTaM NEPCOHANIBHBIX JaHHBIX B
cay4ae Hapymenus Oneparopom tpe6GoBanuii @enepansHoro 3akona ot 27.07.2006 N 152-®@3 "O
IEPCOHANBHBIX JAHHBIX', ONpejensdercs B COOTBETCTBMM co c¢r. cr. 15, 151, 152, 1101
['paxxnanckoro komekca Poccuiickoit @enepanuu. CoOTHOIIEHHE YKa3aHHOTO Bpela H
npuHEAMaeMbIx OIepaTopoM Mep, HalpaBlIEHHBIX Ha MpeAyNpekIeHHe, HEOIyIIEHHE H/HIHA
yCTpaHeHHe ero NOoCIeACTBHIH, 3aKII09aeTCs B CIEIYIOLIEM:

11.1. ObecnieyeHne coxpaHHOCTH cobcTBeHHOCTH OmnepaTopa, B TOM YHCJIE COXPaHHOCTh
MaTepHAIBHBIX  HOCHTened  MHQOpMalMW, MyTeM  YCTAHOBJIEHHS M MOJIEPKAHHA
COOTBETCTBYIOIIHX PEKHMOB O€30M1aCHOCTH.

11.2. Hemonymenue nonajganus koH(puaeHumamsHOM uHpopMmanmuum Onepatopa, B TOM
qycIie HH(OPMAIIHH, COCTABISIONIEH KOMMEPYECKYIO H CITyKeOHYIO TalHbI, HEYIIOJHOMOYEHHBIM
JHMLAM.

11.3. O6ecneuenne uHPopManuoHHOH Oe3omacHocTH Omeparopa, OecnepeboiHOro
(GYHKIMOHHUPOBAHUS TEXHHYECKHX CPEACTB 00paboTKH mepcoHaNbHBIX JaHHBIX. [lox
TEXHHYECKHMH CPEJCTBAMH, MO3BOJIIIOIIMMHI OCYIIECTBIATh 00paboTKy NMepCOHANBHBIX JaHHBIX,
NOHHMAIOTC CPEACTBA BBIYUCIUTEIBHOH TEXHHKH, HH(GOPMaIMOHHO-BEIYHCIHTEIBHEIE
KOMILTEKCHI M CETH, CPe/ICTBa M CHCTEMBI IIepeiauu, NpHeMa U 06paboTKH NEPCOHANBHBIX JTaHHBIX
(cpencTBa M CHCTEMBI 3BYKO3allUCH, 3BYKOYCHJIEHHS, 3BYKOBOCIIPOH3BEJICHHS, NIEPETOBOPHEIC H
TEeJIEBU3HOHHBIE YCTPOHCTBA, CPEACTBA H3TOTOBJIECHHS, THPAXKHUPOBAHHS JOKYMEHTOB H JpyTrHe
TEXHUYECKHE cpencTBa o0paboTku pedeBoi, rpaduueckoi, BHUAEO- U OYKBEHHO-IH(POBOI
uH(popMaIMK), TporpaMMHEIE CpeACTBa (ONepalHOHHBIE CHCTEMBI, CHCTEMEI yIIpaBIeHUs 6azamMu
JaHHBIX U T.I1.), CPEACTBA 3aLIMTHI HHQOPMALIHK, IPUMEHSEMbIE B HHPOPMAIIHOHHBIX CHCTEMAX.

11.4. ObGecneuenne  usuueckod  3almMTBI OOBEKTOB MYyTEM  YCTAHOBJICHHSA
BHYTPHOOBEKTOBOIO ¥ MPOITYCKHOTO PEKAMOB H PEXHMa B3PhIBO- H IT0KapoOe30macHOCTH.

11.5. O6ecneyenne KOM(OPTHOrO MOPATHHO-IICHXOJIOTHYECKOT0 KIMMaTa B 00CTaHOBKH
JIEJIOBOTO COTPYJHHYECTBA Cpeid pabOTHHKOB OIepaTopa.

11.7. HezameIMTEIbHOE BOCCTAHOBJIEHHE NMEPCOHAIBHBIX JAHHBIX, MOAH(DHIIMPOBAHHBIX
HIIH YHHYTOXKEHHBIX BCJIEACTBHE HECAHKIIMOHMPOBAHHOTO JOCTYIIA K HUM.

11.8. ITocTosHHBIH KOHTPOIb 3a OoOecIeYeHHEM YPOBHS 3aIlUINEHHOCTH II€PCOHATBbHBIX
JaHHBIX.

11.9. Onpenenenue yrpo3 6e30macHOCTH NMEPCOHATBHBIX JAHHBIX NMpH HX 00paboTke B
HHOOPMALHOHHBIX CHCTEMaX MEPCOHANBHBIX JaHHBIX.

11.10. TlpumeHeHHe OpraHM3alHOHHBIX H TEXHHYECKHX Mep 10 obecreueHHIO
0e30MacHOCTH NEpCOHANBHBIX NAaHHBIX NpH HX 00paboTke B HMHGOPMAIMOHHBIX CHCTEMax
NIEPCOHAJIBHBIX JAHHBIX, HEOOXOUMBIX Ul BHIONHEHUS TpeOOBaHMH K 3allUTe NepCOHATBHBIX
JaHHBIX, HCIIOJHEHHE KOTOpBIX obecreuynBaeT ycraHoBlIeHHBle [IpaBuTennctBom Poccuiickoii
Denepaliii ypOBHH 3alUIIEHHOCTH IEPCOHATLHBIX JaHHBIX.

11.11. YcraHoBieHHE NpaBUJI JOCTyNa K NEPCOHAILHBIM JaHHBIM, 00paGaThIBaeéMbIM B
HHPOPMAIIMOHHOM CHCTEME NEePCOHANBHBIX JaHHBIX, a Takke oOecreuyeHHeM DPerHCTpalid U
y4eTa BCeX JICHCTBHI, CoBEepIIaeMBIX ¢ NEPCOHATBHBIME JaHHBIMH B HHQOPMAIIHOHHON CHCTEME
Omneparopa.

11.12. KoHTpoms 3a mNpHHMMaeMBIMH MepamMH 10 o0ecnedeHHI0 0e30MacHOCTH
NEPCOHAIBHBIX JAHHBIX H YPOBHS 3alIMIIEHHOCTH HH(POPMALMOHHBIX CHCTEM NEPCOHAIBHBIX
JAHHBIX.

12. Onyb6mukoBaHue H oOecmedeHHe  HEOTPAHMYEHHOrO JOCTYNa K HACTOSIIEMY
ITonoxxeHuio peanu30BBIBAETCS IIOCPEJICTBOM pa3MelleHHs HacTosmiero [looxeHus B
HH(DOPMAHOHHO-TEIEKOMMYHHKAIIMOHHOM ceTH «IHTepHET».

13. TIlpu ocymectBiennn cOopa TepCOHANBHBIX MHaHHBIX C  HCIOJIb30BaHHEM
HH(POPMAIIHOHHO-TEIEKOMMYHHUKAMOHHBIX ~ ceTeii Omepatop 00s3aH  OmyO/IHMKOBATH B
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COOTBETCTBYIOMIEH an)opmaunormo-Teﬂelcommyﬁnxalmormoﬁ CeTH JOKYMEHT, OIpe/IeIIOIHH
ero MOJIUTHKY B OTHOLIEHHH 06pabOTKH MEPCOHAILHBIX JIAHHBIX H coiepsKaliii B cebe CBEICHHUA
0 peamm3yeMblXx TpeOOBaHHMAX K 3alIMTe MEPCOHAIBHBIX JaHHBIX, a TaKke O00ecrevuTh
BO3MOKHOCTB JIOCTYIA K YKa3aHHOMY JIOKYMEHTY C HCIIONIb30BaHHEM CPE/ICTB COOTBETCTBYIOLIEH
HH(bopMauuouHo-TeJIeKOMM)rHHKauHOHHoﬁ cetd « AHTEpHET?.

14. Oneparop 06s3aH NMPEJCTABHTh JOKYMEHTBI H JIOKATbHBIC AKTB, yKasaHHbIE B 4. 1 CT.
18.1 ®enepaibHOro 3aK0Ha OT 77.07.2006 N 152-®3 "O mepcoHaTbHbIX JaHHBIX", ¥ (MJIH) HHBIM
06pa3oM MOATBEPIMTH HPUHATHE MEp, YKa3aHHBIX B . 1 cr. 18.1 ®enmepanbHOro 3akoHa OT
27.07.2006 N 152-®3 "O mepcoHaTbHBIX JaHHBIX', O 3aIpOCY YIIOIHOMOYEHHOTO oprasa 1o
3auUTe MpaB CyOBEKTOB MEPCOHANBHBIX IAHHBIX B TEUCHUE 10 (necaru) pabodnx AHEH.

15. YenoBus 06paboTKH NepCOHATBHBIX TaHHBIX OmneparopoM:

1) 06paboTKa nepcoHATbHEIX JAHHBIX OCYIIECTBIACTCAH cornacus cyOBeKTa nepcoHanbHBIX
JlaHHBIX Ha 06pabOoTKY ero MepCcoOHaANIbHBIX JaHHBIX:

2) o06paGoTKka TNEPCOHATBHBIX JAHHBIX geobxomuMma I8 JOCTHXKCHHSA nenei,
TIpeyCMOTPEHHBIX MEKIyHApOAHBIM JIOTOBOPOM Poccuiickoii denepani WM 3aKOHOM, A
OCYIIECTBJIEHHS U BBITONHEHHUs BO3JIOKEHHBIX 3aKOHONATENLCTBOM Poccuiickoit @enepaiu Ha
Onepatopa byHKIH#, IOTHOMOYHH H 00s3aHHOCTEH;

3) 06paboTKa NEePCOHAIBHBIX NaHHbIX HeoGXoIMMa [UIsl HCTIONHEHHS I0TOBOPa, CTOPOHOH
KoTOporo 1u6o BHIrOAONpHOGpPETaTEIeM WM IMOPYHHTENEM IO KOTOpOMY SIBISIETCS CYOBEKT
NMEePCOHANBHBIX JAHHBIX, B TOM 9HCIE B CIydac peanmsanus OnepaTopoM CBOEro Ipasa Ha
ycrynky npas (TpeGoBaHMi) IO TakoMmy JAOTOBOPY, & TaKke JUIS 3aKJIIOYeHHs JoroBopa Io
MHHIMATHBE CyOBEKTa MEPCOHATBHBIX J@HHBIX HIH JOroBopa, Mo KOTOPOMY CYOBEKT
MepCOHAbHBIX JaHHBIX OyAET ABIATHCA BBIFOJIONIPHOOpETATENIEM HITH IOPYIHTEIIEM;

4) 06paboTKa NepcoOHaNTbHBIX TaHHBIX HeoOX0auMa /1718 3alU T JKA3HH, 3T0POBbs HJIH HHBIX
JKM3HEHHO BAXHBIX MHTEPECOB CYOBEKTa NMEPCOHANbHBIX NAHHBIX, CCITH NOJIyYeHHE COTJIaCHA
cyOBEKTa ePCOHATBHBIX JaHHBIX HEBO3MOKHO;

5) 06paboTKa MePCOHATBHBIX JTAHHBIX HeobxoaMMa I OCYIIECTBICHHS IPaB H 3aKOHHBIX
uHTepecoB OmnepaTopa UM TPETHUX JIHIL Mu60 Ui JOCTHXKEHHUS OOIIECTBEHHO 3HATHMBIX nenen
IIPH YCTIOBHMH, YTO IIPH TOM HE HApyIIAIOTCA IIpaBa 1 cB060/IBI CyOBEKTa IEPCOHANIBHBIX JIAHHDIX:

6) 006paboTKa MEePCOHANBHBIX MAHHBIX OCYMECTBIACTCH B CTATHCTHYECKHX HIIM HHBIX
HCCIIeIOBATECKAX IENAX, 38 MCKIIOYEHHEM LeNeH, yKasaHHBIX B cratee 15 @DenepanbHOrO
sakona oT 27.07.2006 N 152-®3 "O mnepcoHaIBHBIX JaHHBIX", TIPH YCIOBHM 0053aTeIbHOTO
06e3THYMBaHus IePCOHATBHBIX ITaHHbIX;

7) ocymectsisieTcss 06paboTKa NEPCOHATBHBIX JAHHBIX, AOCTYII HEOrpaHW4eHHOro Kpyra
JIMIT K KOTOPBIM TPeIOCTaBNeH CyGheKTOM NEepCOHAIBHBIX IaHHbIX 6o 10 ero mpocsoe:;

8) ocymecTBiseTcs 06paboTKa NEPCOHANBHBIX IAHHBIX, [OIeNALIHX ONYOITHKOBAHHIO HITH
06513aTeIbHOMY PACKpPBITHIO B COOTBETCTBHH C (enepalbHBIM 3aKOHOM.

16. OmepaTop Ha OCHOBAHHH JOTOBOPa MOXKET NOPYIHTE 06paboTKy IepCOHATbHBIX TAHHBIX
TpeThemy uily. CymecTBeHHBIM yCIOBHEM TaKOTO JI0rOBOpA ABJIAETCS HAIAYHE [IpaBa y JaHHOTO
nuua Ha 06paboTKy NEPCOHANBHBIX HaHHBIX, 0bs3agHOCTh ObecredyeHHs] yKa3saHHBIM JIHIIOM
KOH()HIEHIMATBHOCTH NEPCOHATBHBIX JAHHbIX H 6e30MaCHOCTH NE€PCOHANBHBIX JaHHBIX MPH HX

obpaboTke.

17. XpauneHue NepcoHATbHBIX IaHHBIX JOJIKHO OCYIIECTBIATECA B (popme, [TO3BOJIAIOLIEH
ompe/ieTuTh CyOBeKTa MEPCOHANBHBIX JAHHBIX, HE JoNbINe, YeM JTOro TpeOyloT LeH HX
06paGoTKH, ¥ OHH TOJIEKAT YHHYTOKEHHIO IO JOCTIKCHHH nenell oOpabOTKH MM B CiIydac
yTpaTsl He0OXOIMMOCTH B HX TOCTHXCHUH.

18. BaaumozeiicTeue ¢ QenepajbHBIMH OpraHaM# HCIIOJIHUTEIHHOM BIACTH 110 BOIIpOCaM
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06paboTKKM ¥ 3aIIMTHI NEPCOHAIBHBIX JAHHBIX CYOBEKTOB, NMEPCOHANBHBIC JTAHHBIE KOTOPBIX
obpabareiBatorcss OnepaTopoM, OCYIIECTBISETCS B paMKaX 3aKOHOAATEIBCTBA Poccuiickoi
®denepanun.

19. Pa6oruuku Omeparopa, OCYIIECTBIsIOMHKE 00pabGOTKY II€PCOHATBHBIX JaHHBIX,
03HAKOMJISIOTCS ¢ HacTosmuM IoI0)KeHHEM ¥ TOJIOKEHHAMH 3aKOHOJaTeNbcTBa PocCHHCKOH
denepalyu 0 NEPCOHATBHBIX JAHHBIX, B TOM YHCIIE C TPEOOBAaHHUSMH, IEPEYHCIICHHBIMH B CT. 18.1
3akoHa O MEPCOHATBHBIX JaHHBIX.

20. KonTpons 3a ucnoaenueM [lonoxerns Bosnaraercs Ha Jlupekropa Oneparopa.

21.0TBeTCTBEHHBIM 3a 06pabOTKY MepCOHANBHBIX JaHHEIX sBiseTcs Jlupextop Oneparopa.

22. JInna, HapyIIaloLHe WK HE UCIIOJHSIIOIHE TpeboBanus [lonoxeHHs, MPUBIEKAIOTCA K
JHCLMIUTHHAPHOM, aIMHHMCTPATHBHOM (CT. ¢T. 5.39, 13.11 - 13.14, c1. 19.7 Kozekca Poccuniickoi

®enepanuy 06 aMHHUCTPATHBHBIX MTPABOHAPYIICHHAX) MM YrOJOBHOH OTBETCTBEHHOCTH (et
ct. 137, 140, 272 YronosHoro koxaekca Poccuiickoit @enepanun).



